Accelerate Your Digital Transformation
with Total Operational Visibility
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Agile IT makes it worse (laaS, PaaS, Cloud, DevOps)




Rocana gives you total operational visibility




90% of data is lost before it can impact the business™

SOURCES

On Premise

Cloud

Endpoints

USABLE DATA

Data at Source:
Theoretically 100%
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Data excluded: Up to 90% is lost Manipulated data:
What gets through is trapped More data loss

*Based on averages observed with a majority of Rocana Ops prospects. Actuals will vary by prospect.

STAKEHOLDERS
IT
Security

Lines of
Business
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How much usable
data remains?
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A new approach is needed

DURATION
[years]

All data from all operational sources,

EMBEDDED immediately and always available
ANALYTICS

SMART
REFLEXES

« Petabytes of data, economically retained
online for months or years

For analysis by any stakeholder
 Using the tools of their choice

DEPTH
[PBs]

BREADTH

fmany sources] Enables faster, smarter actions

« Combines machine learning, anomaly
detection, alerting, workflow orchestration,
guided workflows for IT operators

CENTRAL EVENT DATA WAREHOUSE
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Rocana Ops delivers total, high fidelity visibility

ALL DATA ROCANA OPS STAKEHOLDERS

Machine IT
Application } } Security
- Lines of
Sl Business

+ Limitless Scale + Always Online Search
+ Guaranteed Delivery + Alerting & Automation
+ Open Architecture + Dashboards & Visuals
+ Advanced Analytics  + Data Governance

100% high fidelity data — end to end — with no limits on volumes or age
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See across all
technology silos

Make better-informed
decisions

Avoid unexpected
service disruptions

React to issues smarter
and faster

Rapid time-to-value




Meet enterprise needs with a scalable, open architecture

DATA EVENT DATA EXPLORATION, VISUALIZATION,
COLLECTION WAREHOUSE ACTION & AUTOMATION
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Open systems * Open standards * Open data formats ¢ Open integrations

\l“‘ ol

*rocana.

© Rocana, Inc. All Rights Reserved. | 21



See and intelligently connect every dot

All your IT operational information — analyzed, intelligently organized, and available to help IT

staff achieve better results faster — even across departmental or organizational boundaries
» See quantity and severity of anomalies across
your entire environment — at a glance
* Drill down to root cause with just a few clicks

Yrocana
Showing 2016-07-13 07:20:00 -07:00 through 2016-07-14 07:30:00 -07:00

SEARCH COMPARE

Medium @ Low

High

Loc Resp Cause Code:
Y Hosts1-100f15 T | Services1-100f50
score: 1230

[ Showing 51 - 100 out of 766,948,682 Events ]

E

Timestamp ¥
Internal Cause Code:

|

2016-07-14
Cell Access Network Info:

07:59:59.000 -0700

3GPP-E-UTRAN-FDD;utran-cell-id-

3gpp=3102603fb61499f06
HLR Resp Cause Code:
HSS_UDR Resp Cause Code: Locations 1
130068 1499f06
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* 24-hour period query using Rocana Search

score: 124 Q v
|

returns 750 million records — in seconds
+ Interactively refine searches with ease
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Instantly perceive and react to changing conditions

Trigger alerts on critical complex conditions anywhere in your environment — as they occur.
Minimize downtime and business disruption with automated, instantaneous reactions.
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Quickly toggle between expected number of alerts
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denotes average
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Your data, your way

Curated data feeds enhance downstream analysis with 3 party tools, without impacting end
users. Retain full fidelity, enriched data in open format for future use and flexibility.

An account was successfully logged on. Subject: Security ID:
$-1-0-0 Account Name:

Account Domain: - Logon ID: 0x0 Logon Type: 3
Impersonation Level: Impersonation New
Logon: Security ID: S-1-5-18 Account Name:
ROCANA-DEMO-DC$ Account Domain:
ROCANA-DEMO Logon ID:
0x20F8E44 Logon GUID:
{1A633F70-0A06-E751-6C5B-
8FODB6EFEB8D} Process Information: Process ID:
0x0 Process Name: - Network
Information: Workstation Name: Source Network
Address:

184 Source Port:
62662 Detailed Authentication
Information: Logon Process: Kerberos
Authentication Package: Kerberos Transited
Service: - Package Name (NTLM only):
Key Length = ___nalogon
- that was

sssileld Raw Source Event [k

accessed. 1

system whic smmonly a
e 1293 Bytes WO
Winlogon.eac vi wei vives.eas. 1w iugun sype wed indicates
the kind of logon that occurred. The most common types are
2 (interactive) and 3 (network). The New Logon fields indicate
the account for whom the new logon was created, i.e. the
account that was logged on. The network fields indicate
‘where a remote logon request originated. Workstation name
is not always available and may be left blank in some cases.
The impersonation level field indicates the extent to which a
process in the logon session can impersonate. The.
authentication information fields provide detailed information
about this specific logon request. - Logon GUID is a unique
identifier that can be used to correlate this event with a KDC
event. - Transited services indicate which intermediate
services have participated in this logon request. - Package
name indicates which sub-protocol was used among the
NTLM protocols. - Key length indicates the length of the
generated session key. This will be 0 if no session key was
requested.
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+ Clone

+ Transform
+ Enrich

+ Cleanse

+ Curate

+ Harmonize

Forwarded to
31 party tool

)

4

Stored in
Rocana Ops

2016-12-29 14:44:46
login=successful
event_log_event_id=4624
Subject=Security ID=S-1-0-0

Curated Event

] 655 Bytes

» Data automatically streams to the receiver in
near real time — No need for polling or
expensive searches

e » Arrives in the expected format — No need for

Account Domain=ROCANA-DEMO
Logon ID=0x20F8E44

Attributes

the receiver to translate

TAIOFZ4CEFOJSVBARLACO35KHXMKL3LVEDJCBGILDJHNSXN2FHBA====

1483722437000

Windows_event

WV/DC1/Rack2

winad04 sample com

1110

An account was successfully logged on. Subject: Security ID: $-1-0-0 Account Name:
- Account Domain: - Logon ID: 0x0 Logon Type: 3 Impersonation T H

Level: Impersonation New Logon: Security ID: 5-1-5-18 Account Name: Fu' I fl de II data!
ROCANA-DEMO-DC$ Account Domain: ROCANA-DEMO Logon ID: ncl u d n etad ata
0x20F8E44 Logon GUID: {1A633F70-0A06-E751-6C5B- l Il

8FOD66EFEBBD) Process Information: Process ID: 0x0 Process Name: - Network g

Information: Workstation Name: Source Network Address: 10.40.1.184 H

e e e i and enrichment

Authentication Package: Kerberos Transited Services: - Package Name f t_ d

(NTLM only): - Key Length: 0 This event is generated when a logon session is created. It is. rm rv

generated on the computer that was accessed. The subject fields indicate the account on the local system info ation ’ p rese e

which requested the logon. This is most commonly a service such as the Server service, or a local process.

such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The In an Open fO rm at

most common types are 2 (interactive) and 3 (network). The New Logon fields indicate the account for whom
the new logon was created, i.e. the account that was logged on. The network fields indicate where a remote
logon request originated. Workstation name is not always available and may be left blank in some cases. The
impersonation level field indicates the extent to which a process in the logon session can impersonate. The
authentication information fields provide detailed information about this specific logon request. - Logon GUID
is a unique identifier that can be used to correlate this event with a KDC event. - Transited services indicate
‘which intermediate services have participated in this logon request. - Package name indicates which sub-
protocol was used among the NTLM protocols. - Key length indicates the length of the generated session
key. This will be 0 if no session key was requested.

login=successful

event_log_event_id=4624

Account Name=ROCANA-DEMO-DCS

Source Network Address=46.228.10.20

Geo_country=Russia

Geo_city=Moscow

Known_emargo=yes




Tilt the economics of scalability in your favor

100TB

Predictable, user-based licensing
Annual subscription
Services and training included

+ + + +

Cost-effectively scale ingest,
indexing, and retention

10TB

Rocana Ops Licensing & Maintenance Cost -

Year 1 Year 2 Year 3
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Rapid Return for IT

« Can pay for itself quickly
versus alternative solutions
including Elastic and Splunk

OPEX and CAPEX Savings
« Both initial and ongoing

Process Consolidation /
Tools Rationalization

« Reduces associated licensing
and maintenance costs

Frocana.



Case Study: From cost center to competitive advantage

Fortune 100 retailer’s digital transformation

Improve compliance and security posture while opening up
and tightly integrating IT systems with 1000’s of suppliers

- Single source of truth for IT — Increased Security, 4 g:
compliance and operational readiness 2 sl

+ Streamlined development and operations —Time and $’s
redirected to high value projects versus IT sustainment

LEGACY WITH

« 100x price-performance improvement — Dramatic SOLUTION ROCANA
increase in data collection and expected OPEX savings of DAILY DATA - 36TB
COLLECTION i
more than $1,000,000 annually and growing
. . . HARDWARE $10M $1M
« Now integrating customer transaction and IT data — cosT

Total visibility and directive to change the business

. 2 00
v“'
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Achieve total visibility with Rocana Ops

See across time, in real-time
« Enterprise scalable collection and analysis
 Limitless event search and query

See the unexpected
« Streaming analytics and alerting
+ Integrated anomaly detection

See and do more

« Purpose-built visualizations

« Open architecture and 3 party integrations
« Built-in workflow orchestration
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DURATION
[years]

SMART
REFLEXES

EMBEDDED
ANALYTICS

DEPTH
[PBs]

BREADTH
[many sources]

Frocana.



Rocana at a glance

Founded and led by industry veterans
« Innovators in big data and analytics
« Published authorities in open source

Backed by world-class VCs
« Google Ventures, General Catalyst, TOBA Capital

Recognized by industry influencers
« Gartner Cool Vendor, Forbes Tech Council

Validated by customers and partners
« Cloudera, Oracle, Confluent, ExtraHop, F100 users

Redefining operational visibility
« Unmatched scale and analytics for all IT and customer events
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'Cool

Omer Trajman Don Brown Eric Sammer
Co-Founder and CEO Co-Founder and CIO Co-Founder and CTO

Gartner

CUSTOMER SERVICE

Vendor

2016

. 20 00

Y rOCQNQ.



Thank You

Y rocanaQ.
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